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1 Installation

To install the Extronics Location Engine, users should first locate the installer
application sent from Extronics. Make sure to run the application as administrator.

Upon running the installer, please read the End-User License Agreement in full, as
shown in Figure 1.1. Once that has been read and understood, click the button to
accept the agreement and click next.

o Setup - January 2023 — >

License Agreement

Please read the following important information before continuing.

Please read the following License Agreement . You must accept the terms of this
agreement before continuing with the installation.

End-User License Agreement for Extronics location engine Software ~
Instructions

Flease read this End User License Agreement (EULA) carefully before completing

the installation process and using the EXTROMICS location engine {ELE) software
("the Software"). i provides a license to use the Software and contains warranty
information and liability disclaimers.

This EULAis a legal agreement between you and EXTRONICS.

This EULA govems your acquisttion and use of the Software ("Software") directly

from EXTROMNICS orindirectly through an EXTRONICS authorised reseller or
distrbutor {a "Reseller").

If you register for a free 60-day trial of the Software, this EULA also govems that W

(@) | accept the agreement
()1 do not accept the agreement

Mext > Cancel

Figure 1.1

On the next screen, seen in Figure 1.2, input a TCP command port. This should be a
number between 1023 and 65535 and will be the port that ELE will host its’ services
on. There is some text below the input box to show whether the number that has been
entered is valid or not. If the selected port is valid, click next.

. Setup - January 2023 — *

ELE TCP Port Assignment

Choose TCP ports forthe ELE to host its services on, this must be a number less
than 65535 and greater than 1023.

ELE TCP Command Port
E:I I

2500 iz a valid port

< Back Next = Cancel

Figure 1.2

Then, users should select the location on the PC where the ELE is to be saved. The
folder to be used should have at least 500MB free and by default is set to C:\Program
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Files (x86)\Extronics\ELE, which we do not recommend changing. After clicking next
shown by the red box in Figure 1.3, users can decide whether they want to create a

desktop shortcut or not, shown in Figure 1.4.

+ Setup - January 2023 - X

Select Destination Location
‘Where should ELE be installed?

Setup will install ELE into the following folder.

To continue, click Next. f you would like to select a different folder, click Browse.

-\Program Files (<86)\Extronics\ELE] Browse...

At least 403.2 MB of free disk space is required

< Back Next > Cancel

Figure 1.3

+ Setup - January 2023 - X

Select Additional Tasks
Which additional tasks should be performed ?

Select the additional tasks you would like Setup to perform while instaling ELE, then
click Mext

Additional shortcuts
[ Create & desktop shortcut

< Back Next > Cancel

Figure 1.4

After clicking next, the final stage to change the setup appears. Make sure the screen
in Figure 1.5 looks correct and the destination location is correct and click install. This

will set up the ELE on the system.

+ Setup - January 2023

Ready to Install
Setup is now ready to begin instaling ELE on your computer.

Click: Install to continue with the installation, or click Back f you want to review ar
change any settings.

Destination location:
C:\Program Files {x86)"Extronics\ELE

< Back Install Cancel

Figure 1.5
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2 ELE Admin

2.1 Login

For the first time loading ELE Admin, Figure 2.1.1 the user will need to use the
administrator login:

Username: ELEAdmiIn
Password: ExtronicséLE1!

Users can click and hold the eye icon on the right-hand side to view the text in the
password text box.

ELE Login

Figure 2.1.1
2.1.1 First Login Selection

The first login to the ELE system will present a selection between two options, shown
in Figure 2.1.1.1. If this system is the first one to be set up, users should select
“Create new system”. However, if there is an ELE already running and this engine is
being started to join the high availability network, users should select “Join High
Availability Network”. For information on how to create a High Availability Network, go
to Section 2.5.3.

Create New System

Join High Availability Network

Figure 2.1.1.1
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2.1.2 Initial Database Setup

On first login, the system will require users to set up the database by using the screen
in Figure 2.1.1.1. This will be where all information used by the ELE will be stored. The
server address, username and password will be the same as the ones used to log in
to the SQL database that should already be set up, however the database name should
be a new name that is not already in use on the SQL Server. Once all the information
has been entered, click the “Create” button and your database will be created.

Create SQL Database

Figure 2.1.2.1

2.2 Home Screen

The home screen, Figure 2.2.1 is the first thing the user will see when logging in to
the ELE. This screen gives an overview of the ELE instance and shows the services
that are currently integrated with the ELE. On first load, the buttons “Backup” and
“‘Restore” should be disabled due to the services running. If users want to enable
those buttons, they should first stop the services.

Application Details Database Details

Service Control

Figure 2.2.1
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2.2.1 Details Tables

The tables at the top of the screen in Figure 2.2.1 show information about the ELE
instance. Users should use these to check that database information is correct

2.2.2 Services Table

The services table at the bottom of the screen in Figure 2.2.1 shows users the current
services that are integrated with the current instance of the ELE. These include the
APIs provided by Extronics, as well as the ELEWeb service. To ensure that these
services are working, the “last check in” column should be frequently updated, the
status should be “running”, and it is a good sign if the hit count is larger than 0, though
it can be 0 in certain circumstances.

2.2.3 Backup

By default, the ELE will produce a backup every day. However, the ELE Admin home
screen also has functionality to trigger a backup at any time. To do this, users first must
stop the services using the button on the home screen. Once all services have stopped,
the backup button will be enabled as shown in Figure 2.2.3.1.

Application Details Database Details

Figure 2.2.3.1

Once the backup button is clicked, a file explorer will appear. Users must select a folder
to save the backup to. Once the folder has been found, click “select folder” in the
bottom right of the window as shown in Figure 2.2.3.2. This will trigger the backup to
start. You will know the backup has been successful if you see the popup in Figure
2.2.3.3, indicating success.
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Select ELE Backup Location X

2 B ThisPc [ ) Search This PC

Organise - @
~ -
[ This PC ~ Folders (7)
J 30 Objects

3D Objects Desktop

= Documents Downloads
ictures J’ Music Pictures
B Videos Lo

& Local Disk (C) Videos
= Sales (V\extronic E

=0

~ Devices and drives (2)

- Local Disk (C:) DVD RW Drive (Dt)

Select Folder Cancel

Figure 2.2.3.2

Produced backup file C:\Users\Ryan.Sheff\Documents\ELEBackup1675167416554.zip

Figure 2.2.3.3

2.2.4 Restore

If your ELE is running into some issues or there has been some errant data entered, a
good option is to restore the instance to a previous time. This is done by using saved
backups. As with the backup button, the restore button as seen in Figure 2.2.3.1 will
only be enabled if all services have stopped running.

Once the restore button is clicked, you will be shown a file explorer like the one in
Figure 2.2.4.1. Use this window to navigate to the saved backup that the ELE should
restore. Once found, click it once and then click the “Open” button on the bottom right
of the window. The ELE will then be restored to that backup. After a moment, the popup
window in Figure 2.2.4.2 should show that the restore was successful.
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. Select ELE Backup File %

€ v 4 [E > ThisPC > Documents v o Search Documents
Organise New folder =~ @
B This PC A Name Tpe 5
3D Objects ustom Office Templates ile fol
] J c Office Templ File fold,
[ Desktop SQOL Server Management Studio File fold
2] Documents Visual Studio 2005 ile fold
- Visual Studio 2015
& Downloads
Visual Studio 2017
D Music = o
§ ELEBackup1675167416554.zip mpressed (zipp. 57,577 KB
=] Pictures
B videos

i Local Disk (C:)

File name: | ELEBackup1675167416554.zip v

Figure 2.2.4.1

System restored!

o
Figure 2.2.4.2

Once this popup shows, users should also note that the services will be automatically
started again.

2.3 Users

The “Users” screen as seen in Figure 2.3.1 is used to manage users' information in the
ELE. This screen can be used to create and delete users, update users' roles and reset
users' passwords. Users will note that you can click on users in this table, but there is
also a multi-select function by holding the control key on the keyboard and clicking
multiple users.

User Management

Search:

User Name User Type Created
ELEAdmin Admin User 2022-04-25 15:31:21
testuser API User 2022-04-25 15:34:19
RyanSheff APl User 2022-10-25 11:04:15

Figure 2.3.1
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2.3.1 Create User

To create a user, click the “create user” button at the top of the screen in Figure 2.3.1.
This will bring up the create user popup, shown in Figure 2.3.1.1.

Create User

User Name

Password @
Repeat Password @

Admin Customer API

fancel

Figure 2.3.1.1

Input the data of the new user and then decide whether the new user needs Admin
access or customer API access. We recommend that all users who are not an
administrator of the system should have customer APl access. Click on the appropriate
button for Admin or Customer API, then click create. A popup should appear signalling
successful user creation and the new user should appear in the table on the users
screen. If done correctly, the screen should look like the one in Figure 2.3.1.2.

Search:

Figure 2.3.1.2

2.3.2 Update Roles

The update roles function is used to change the user type of a user. This function only
works for one user at a time, so make sure to only select one user before clicking the
“‘update roles” button from Figure 2.3.1.

Once clicked, the update user roles popup will appear. This should look like the image
shown in Figure 2.3.2.1.

10
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Update User Roles

User Name
Password
Repeat Password

Admin Customer API .

Figure 2.3.2.1

Note that the username and password cannot be changed, only the selection at the
bottom. Choose the correct user type, then click the “update” button in the bottom right.
The popup in Figure 2.3.2.2 should appear showing that the user has been
successfully updated.

Updated user TestUser1

Figure 2.3.2.2

2.3.3 Reset Password

The reset password function only works for one user at a time, like the update roles
function in 2.3.2. Make sure only one user is selected and click “Reset Password.” The
reset user password popup seen in Figure 2.3.3.1 should appear.

11
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Reset User Password

User Name

Password @
Re peat Password @

Admin Customer API )

Cancel ( Update '

——

Figure 2.3.3.1

Input the new password into both boxes and click “Update.” The ELE will check if the
passwords are the same and if they are, a popup will appear stating that the user has
been updated, which will look the same as the popup in Figure 2.3.2.2. If the passwords
do not match, a popup will indicate that the update failed which looks like Figure
2.3.3.2. Once “OK” is clicked on that popup, the reset user password will reappear.

[m] x

Password do not match!

Figure 2.3.2.2

2.3.4 Delete User

To delete a user, first select which user or users in the table you would like to delete.
For only one user, simply click their row on the table and click “Delete User” in the top
right. For multiple users, hold the control key on the keyboard while clicking different
rows. Note that each selection gets highlighted. Then click “Delete User” in the top right
of the screen in Figure 2.3.1.

When the “Delete User” button has been clicked, a popup window that looks similar to
Figure 2.3.3.3 will ask if the correct users have been selected for deletion. Please make
sure the list of users is correct before clicking the “yes” button in the bottom left of the
popup. If not, be sure to click “no” in the bottom right in the popup and amend the
selection.

12
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Figure 2.3.3.3

Are you sure you would like to delete the following 2 users?

testuser

TestUser1

2.4 System Parameters

The system parameters screen, seen in Figure 2.4.1, is used to alter the way your ELE
works and allow users to configure things like web ports, data management, google
maps integration and much more. Below is an overview of the parameters and what

they do. There is also an explanation of each parameter if users click the

the left side of the screen in line with the parameter in question.

Key
ELEFSManagementTime
DatalifeSpan
DebugMode
ELECustomerAPIPort
ELEWebPort
BroadcastPort
Local APUDPPort
SSLCertPathP FX
SSLCertType
SSLCertPass
DynamicMapsEnabled
GoogleMapsAPIKey
Defaultiat
Defaultlng
EncountersEnabled
LocationHistoryEnabled
LocationHistoryUpdateRate

TagDatallpdateRate

@) @ e @) @) ele)] el el e |e)© ) @)

LocationSourcelpdateRate

Figure 2.4.1

System Parameters

Value

02:00

20

No

1500

5500

4500

12002

C:\Program Files (x86)\Extronics\ELE\ExtronicsDevSSLPFX.

phest2

53.19341433795059

-2.436780221872975

Yes

Ves

“rn
|

button on

>

Seconds
Seconds

Minutes

e ELEFSManagementTime: This is the time of day that the automatic daily backup
occurs. Change this if the time of the ELE backup is not suitable.
e DataLifeSpan: How long, in days, that any data in the system will be kept for. This
does not count for things like access points or BLE beacons but will instead remove
any location information in the system that has been there longer than the number
of days specified in this parameter.

13
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DebugMode: Only switch on if there is an issue with the ELE. Will give more
detailed logs and information for use when discussing bugs with Extronics.
ELECustomerAPIPort: The port used by the Customer API. Only change this if
there is a conflict of ports.

ELEWebPort: The port used by ELEWeb. Only change this if there is a conflict of
ports.

BroadcastPort: The port used for the WebSocket connection. Only change this if
there is a conflict of ports.

LocalAPUDPPort: The port used for Access Point integrations direct to the ELE.
Only change this if there is a conflict of ports.

SSLCertPathPFX: The path to the PFX file used for SSL Certification. This is to
avoid issues with ELE Web. Use the file location bottom on the right-hand side of
the file path to locate the file. Note: This location tool will only show folders and files
with the file extension “PFX”. No other files will appear.

SSLCertType: The type of SSL Certificate that is given in SSLCertPathPFX.
SSLCertPass: The password needed to access the SSL Certificate given in
SSLCertPathPFX.

DynamicMapsEnabled: Allow ELE Web to integrate with google maps. Note: If
this is enables, an APl key must be provided in the next parameter.
GoogleMapsAPIKey: The API Key provided by google maps to allow the ELE to
integrate with google maps. Please refer to the quick start guide for information on
creating a google maps API Key.

DefaultLat: The default latitude for google maps.

DefaultLong: The default longitude for google maps.

EncountersEnabled: Defines if contact tracing encounter history is enabled. We
recommend this to always be enabled unless working with a smaller database than
suggested.

LocationHistoryEnabled: Defines if location history of tags is enabled. We
recommend this to always be enabled unless working with a smaller database than
suggested.

LocationHistoryUpdateRate: How often the location history records are updated.
TagDataUpdateRate: How often the data from the tags is updated. A shorter
update rate provides a more accurate live view of tag locations.
LocationSourceUpdateRate: How often the data from access points and BLE
beacons is updated.

After changing any parameters, make sure to click “Save” in the bottom right of the
screen to save all changes.

2.5 Integrations

The integrations screen shown in Figure 2.5.1 is used to monitor, create, and remove
third party integrations with the ELE. The main screen as shown below will show the
services that are currently integrated with the ELE, with the table on the right being
populated with information when a service is selected from the left table.

14
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Figure 2.5.1

2.5.1 Creating a Service

......

Third Party Integrations

- T

Map Redirects

©

Create Mapging
Target Map

To create a service, first use the dropdown menu in the top left of the screen from
Figure 2.5.1. Once clicked, the user will see different types of services that can be
created as shown by the dropdown menu in Figure 2.5.1.1.

Create a Service

ALE Type
REST REST
LORA

25 LORA Service LORA

Figure 2.5.1.1

Third Party Integrations

Hits

Once a service type has been selected, a popup like the one in Figure 2.5.1.2 will show
asking for a service name. The text box will only accept numbers and letters, try not to
use any special characters. Once a name has been input and the OK button has been
clicked, the popup shown in Figure 2.5.1.3 should appear showing that the creation of

the service was successful.

15
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Enter Service Name
=B

Figure 2.5.1.2

Figure 2.5.1.3

2.5.2 Updating a Service

Once a service has been created, you can update it. However, rather than clicking on
the update button, users should instead click the row in the table that the service they
want to update is on. This will then show information in the right-hand table on the
integrations screen, shown by Figure 2.5.2.1.

Type

Figure 2.5.2.1

All values in the right-hand column can be edited, so users should make sure that the
information in each of those parameters is right before clicking the “Update” button on
the left-hand table signified by the red circle in Figure 2.5.2.1. Clicking this will save
any changes you have made to the information, so make sure this is clicked before
leaving the integrations screen if you want to keep these changes.

16
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2.5.3 High Availability

High Availability is a service which is designed to eradicate downtime in the event of a
system failure. There will be two systems, a primary and a secondary, to achieve this.
The primary will run all services and have full access to the Ul. It will also update the
time on the SQL database for itself. The secondary system will watch this updated time
and compare it will the current time on the system. If there is a 15 second or more
discrepancy, that means that the services have stopped working on the primary system
and so the secondary system will begin to load as the primary, leaving the broken
system to be fixed. Once the issue has been found and solved, the broken machine
will then become the secondary machine in the network and the process can happen
again if another issue is created. Please remember that there will be no notification of
the primary system going down, the switch to make the secondary system become the
primary is done in the background and the only way to know that has happened will be
to go into the system itself.

2.5.3.1 Creating a High Availability Network

To create a High Availability (HA) network, users first need to ensure that both systems
that will be used in the network have the same ELE version. Failure to ensure this will
lead to a HA failure. Users then need to go to the integrations screen on the primary
ELE and from the “Create a Service” dropdown select “HA”, as shown in Figure
2.5.3.1.1. A popup will then appear, shown in figure 2.5.3.1.2, where the new HA
service will need to be given a name. This can be left as HA Service, but it is up to the
user. Then click the “OK” to create the service. It is then important to click the service
in the table and click the “Update” button, then the HA service on the primary system
is ready to be connected to.

Third Party Integrations

| Cresesservice |
- D e
Figure 2.5.3.1.1
*
Enter Service Name
HA Service
o]

Figure 2.5.3.1.2

17
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2.5.3.2 Joining a High Availability Network

Once a primary system has been set up, users will then need to create a secondary
system to join the HA network. This will need to be done on a fresh system with no
ELE currently installed. Once the engine has been installed on this secondary system,
users will need to log in and will then be presented an option screen, which users
should remember from Figure 2.1.1.1. Instead of creating a new system, users should
select “Join a High Availability Network”.

Once selected, the screen shown in figure 2.5.3.2.1 will appear. The IP address of the
database used by the primary system will need to be input into the “Address” box, the
name of the database should be input into the “Name” box, then the User Name and
Password should be the login for the database itself, NOT the primary ELE. From there,
select “Next” and the system will try and connect to the primary system on the given
port. If successful, the screen in figure 2.5.3.2.2 will appear and the HA system will be
ready to go.

Primary Database Details

Figure 2.5.3.2.1

You have loaded a child node
Lead node is at 192.168.8.5

Load the ELE on that server to monitor or implement changes

Figure 2.5.3.2.2

18
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2.5.4 Map Redirects

It is possible that a user has multiple identical map images loaded into the ELE. If this
is the case, map redirects will help users to put all the information from each map into
one visible map. To do this, first work out which of the identical maps you want all the
data to be transferred to. It does not matter which map you choose, but it must be
consistent when doing all redirects for that particular map image. The map that has
been chosen will be the “Target Map,” selectable from the dropdown. Users should
use the “Source Map” dropdown to find one identical map image. Then, once both a
source map and a target map have been selected, click the “Create Mapping” button
shown in Figure 2.5.2.1. It is only possible to redirect one map at a time, so for multiple
redirects users will need to go through this process multiple times.

Map Redirects ()

) ) ['"" - ’
Source Map Target Map

Figure 2.5.4.1

2.6 About

The about page shown in Figure 2.6.1 shows some information about your Extronics
Location Engine. If there is an issue with your ELE and need to contact us, please use
this page to provide us with the version of your ELE so we can more easily support
you.

Extronics Location Engine Extronics Limited

Version 1.2.0.38

View License Agreement Get Product Key Load License Key

Figure 2.6.1

2.6.1 Licensing

If you need to license your ELE because the current license is running out, or you are
on a trial license and have bought the full version, please follow the following steps:

19
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1. Click on the “Get Product Key” button. Users should see the ELE Product Key
popup as shown by Figure 2.6.1.1.

ELE Product Key

The key was successfully generated!

m Copy key to clipboard

Figure 2.6.1.1

Users will see some text in the box in the middle of the screen. This is the product

key to use for licensing.
2. Click the “Copy key to clipboard” button in the bottom right of Figure 2.6.1.1. This

will automatically copy the product key for users to paste somewhere else

3. Email Extronics customer service asking to license the product and paste the
product key from step 2 into the email.

4. Extronics will send you a license key for your engine. Once you have received
this, copy the license key in full and go back to the About page in ELE, then click
the “Load License Key” button in the bottom right of Figure 2.6.1. Users should
see the Enter License Key popup seen in Figure 2.6.1.2.

b

Enter license key

Figure 2.6.1.2

5. Paste the license key into the text box and click “OK.” Make sure to go back to the
home screen and check the license expiry is correct.

20
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3 ELE Web

This section describes the web interfaces that are provided by the ELE. All these web
services are automatically deployed by the ELE installer and run automatically as
services. Within the web application, the user can:

o View the server metrics and information via the dashboard.

o Setup sites, upload maps, place BLE beacons, place Access Points and create
zones.

o View live data streams and diagnose location sources.

To access the ELE Web interface, navigate to the URL as shown in Figure 3.0.1.

To access the web application, open a web browser and navigate to:
https://127.0.0.1:5500/ELE/
The URL to the Web Application is structured as shown below:

https://| [127.0.01|[:5500|/ELE/
brgeilfraoifssdy

Protocol Address Port

Secure: https:// Local: 127.0.01 Default: 5500

Unsecure: http:// External: IP of machine Other: User specified
in ELE parameters

Change yours as per your own setup/configuration.

Note: ELE should be accessed securely (using https)

Figure 3.0.1

3.1 Login Screen

Enter the username and password that you have created using the ELE Admin
application. This application accepts the use of a “API User”. Press the login button at
the bottom of Figure 3.1.1 to load the dashboard screen.

21
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Figure 3.1.1

3.2 Dashboard

After successfully logging in, the user will be presented with the home screen. The

home screen has a lot of information for the user’s information, as shown in Figure
3.2.1.

Button and User information

[Dark Mode button, Fullscreen ]

Total number of Location
Sources (BLE Beacons
and Access Points)

Number of Tag messages
being parsed (per minute)

[Time since the Tag API was started ]

N

Version Lioenss Typ 5 Licanee Exphry @ Uptime Ar
) 1.2.0.38 Licensed Never 6d:16h:55m:43s
- Total Tags Tag Requests Per Minute Total Location Sources Total Alerts
151 81 1355 8 Unhealthy 1in 5 days
BLE Beacon Aleris o AP Alerts
© ac STty 1 sTaTUS
o 830 ® =
w 70830800209 ®
% 708305002150 @
103 708308002118 ®

Server Information
2023-01-3108:22:26
Europe/London | UTC+00:00

List of all Bluetooth \

Beacons that have [Average CPU and RAM usage of the ] (Server Date/Time with UTC Offset

problems

Figure 3.2.1
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3.3 Navigation Pane

MAIN

(@ Dashboard

SITE MANAGEMENT

(® Mapping

NFORMATION

iy

EULA

USER MANAGEMENT

2, Preferences

(O Logout

Figure 3.3.1

The navigation pane shown in Figure 3.3.1 will be minimised
when not hovered over. When the mouse enters the region
of the navigation pane, it will expand as shown in the image.
From here, the user can access the different pages by
clicking each option.

The dashboard button will take you to the Dashboard in
section 3.2.

The Mapping button will open the Site Management page in
section 3.4.

The EULA button will take you to view the EULA for the ELE.

The Preferences button will take you to the page that allows
you to change your password.

The logout button will immediately logout the current user and
take you back to the login screen.

3.4 Site Management

The site management screen shown in Figure 3.4.1 is used to configure the maps,
location sources and view live data.

[CRES

X ® ® B 3
o

T

The left-hand pane is where all the
controls for the map are located

The right-hand pane is the map viewer. This
displays the map with all the configurations.

Note:

Bluetooth beacons that are RED have low battery
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Access Points that are RED are OFFLINE

3.5 Map Controls

The map controls section in Figure 3.5.0.1 allows the user to configure the main
functions on the map. This is separated into 4 sections.

Controls

Zone Functions

@ Create Polygon [@ Create Square

|I >

@ Toggle Zones

Reference Points

© Edit Reference Points

® Toggle Pins

Location Sources

& Location Source Setup

& Toggdle Location Sources

Auto Zone Settings

88 Set Radius to 25m —

Figure 3.5.0.1

o Zone Functions

The Create Polygon and Create Square buttons are for drawing zones. Polygon
allows the user to create a shape by clicking and dragging lines to create a shape. The
square tool creates a 4-sided rectangle and allows the user to drag it into any size. The
two types of zone that can be picked are described in section 3.5.1.

Toggle Zones allows the user to hide/show the drawn zones on the map.
o Reference Points
Toggle Pins allows the user to hide/show the reference pins that are used to map the

static image to WGS84 (Lat/Long GPS) coordinates.

Edit Reference Points will show the side menu that allows the user to configure the
WGS84 references. Explained in section 3.5.2.

o Location Sources
Location Source Setup shows the window that allows the user to configure and edit
the Location Sources. Explained in section 3.5.3.

Toggle Location Sources allows the user to hide/show the location sources on the
map.

o Auto Zone Settings
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Set Radius to X button and slider allows the user to specify the capture radius of the
Auto Zone builder. Explained in section 3.5.4.

3.5.1 Drawing Zones

Firstly select a Zone type, Figure 3.5.1.1.

Select Zone Type

Muster Zone

[ Hybrid Zone J

Close Start Drawing

Figure 3.5.1.1

o Muster Zone

A muster zone should be drawn where the muster zones appear on the site like in
Figure 3.5.1.2. These zones will group all tags to their centre of the zone. Ensure that
you have placed at least 2 location sources within a muster zone to accurately
muster tags. For more information on location sources, see section 3.7.2.
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IS

N
T |

i
i

Figure 3.5.1.2

Yellow Zone = Muste

o Hybrid Zone

A hybrid zone should be drawn around a structure that has a high density of location
sources when you have GPS enabled tags, as shown in Figure 3.5.1.2. This zone
will force the engine to choose the location position from these locations sources
instead of taking a GPS position. This should be used when a GPS position is less
reliable and accurate than using fixed location sources.

Start Drawing will then allow the user to draw the zone on the map using their mouse.

Once the zone has been created, the zone will appear on the map in the respective
colour.
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Figure 3.5.1.2

Red Zone = Hybrid

3.5.2 Edit Reference Points

The reference points are a way of mapping a static image map to the “real world”
allowing the map to return local positions and also WGS84 (GPS Lat/Long) positions.
Enable Global Positioning is used to turn on the WGS84 (GPS) feature, Figure
3.5.2.1.
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Edit Reference Points

@ Enable Global Positioning?

«©

(U Outdoor Map?

«” Map Width

18.51

" Map Height

=
Figure 3.5.2.1

Enable Global Positioning is used to turn on the WGS84 (GPS) feature.

Outdoor Map is used to tell the engine if the map can be placed on the surface of the
earth. If the map is underground or inside, then this feature would be disabled.

Green & Red Pins as shown in Figure 3.5.2.2 are used to project the local map to
WGS84 coordinates when “Enable Global Positioning” is turned ON. These refer to the
pins that can be moved and placed on the map. Once these pins have been placed,
use an online map tool to find the location of those pins and input their respective
Latitude and Longitude coordinates in the fields shown.

Figure 3.5.2.2

Map Width/Height is used when the map cannot be placed with WGS84 coordinates,
when “Enable Global Positioning” is turned OFF. This allows the map to be scaled and
“local” coordinates to be projected.
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3.5.3 Location Source Setup

3.5.3.1 Bluetooth Beacons

The Bluetooth Beacon Profile table shown in Figure 3.5.3.1.1 lists all the Bluetooth
Beacon Profiles currently saved in the ELE. From here, each beacon profile can be
clicked and edited. This table can be sorted by clicking the header of the column that
you want to sort by. The search box can also be used to freely search any of the fields
in the table.

Location Source Manager m

BLE Beacons Access Points

Devices Profiles

Edit Delete LEE

ID * NAME MAC ADDRESS PROFILE RSSI TOLERANCE LAST SEEN BATTERY STATUS
88 70B3D5002151 7083D5002151 Omni Sense -90 2022-07-23 10:48:41 UNKNOWN
89 70B3D5002118 708305002118 Omni Sense -90 2023-01-31 08:25:19 UNKNOWN
90 70B3D5002098 7083D5002098 Omni Sense -90 2022-09-23 15:13:42 UNKNOWN
91 70B3D5002108 7083D5002108 Omni Sense -90 2023-01-31 08:25:19 UNKNOWN
92 70B3D500215C 7083D500215C Omni Sense -90 2023-01-31 08:25:19 UNKNOWN
93 70B3D5002104 7083D5002104 Omni Sense -90 2023-01-31 08:10:18 UNKNOWN
94 70B3D500209E 7083D500209E Omni Sense -90 2023-01-3108:20:19 UNKNOWN
95 70B3D5002156 7083D5002156 Omni Sense -90 2023-01-31 08:25:19 UNKNOWN
96 70B3D500215D 7083D500215D Omni Sense -90 2022-09-2315:13:42 UNKNOWN
97 70B3D500209D 7083D500209D Omni Sense -90 2023-01-31 08:25:19 UNKNOWN
Showing 1 to 10 of 16 entries 2 Next

Figure 3.5.3.1.1

3.5.3.2 Bluetooth Beacon Profiles

The Bluetooth Beacon Profile table shown in Figure 3.5.3.2.1 lists all the Bluetooth
Beacon Profiles currently saved in the ELE. From here, each beacon profile can be
clicked and edited. This table can be sorted by clicking the header of the column that
you want to sort by. The search box can also be used to freely search any of the fields
in the table.

Figure 3.5.3.2.1
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3.5.3.3 Access Points

The Access Point table shown in Figure 3.5.3.3.1 lists all the Access Points currently
placed on the actively shown map. From here, each AP can be clicked and edited. This
table can be sorted by clicking the header of the column that you want to sort by. The
search box can also be used to freely search any of the fields in the table.

Location Source Manager

BLE Beacons Access Points

Devices Profiles

Edit Delete Refresh

ID * NAME MAC ADDRESS 1PV4 ADDRESS PROFILE RSSI TOLERANCE LAST SEEN ONLINE STATUS
3 The Router21 808DB7C1D776 192.168.8.8% Aruba -90 2023-01-31 08:25:19 Yes
4 The Router3 808DB7C1D014 192.168.8.94 Aruba -90 2023-01-31 08:25:19 Yes
1721 Shimmys Office 808DB7C1BFB3 192.168.8.83 Aruba -90 2023-01-31 08:25:19 Yes
1724  The Router 808DB7C1C5D0 192.168.8.100 Aruba -90 2022-09-1512:19:39 No

Showing 1 to 4 of 4 entries

Figure 3.5.3.3.1

3.5.3.4 Access Point Profiles

The Access Point Profile table shown in Figure 3.5.3.4.1 lists all the Access Point
Profiles currently saved in the ELE. From here, each AP profile can be clicked and
edited. This table can be sorted by clicking the header of the column that you want to
sort by. The search box can also be used to freely search any of the fields in the table.

Location Source Manager Close

BLE Bea A P
D Profil

0] 4 NAME PORT
1 Aruba 1144
2 Cisco 12091
3 Alcatel-Lucent Enterprise 1144
4 Arista 1144

Avaya 1144
6 Cambium Networks 1144
7 Contec 1144
El D-Link 1144
9 Extreme Networks (Altitude) 1144
10 Extreme Networks (Enterasys Wireless) 1144
Showing 1 to 10 of 37 entries 2 3 4 Next

Figure 3.5.3.4.1
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3.5.4 Auto Zone

The Auto Zone feature allows the user to quickly create Hybrid Zones using the location
sources placed on the actively selected map. An example of a zone created using auto
zone is in Figure 3.5.4.1.

Figure 3.5.4.1.
To use this feature, you must have all your location sources placed properly on the

selected map you wish to auto-generate zones on. Next, use the slider to select the
detection radius from Figure 3.5.4.2.

Auto Zone Settings

Figure 3.5.4.2

This should be set to the distance between each location source. Please note that the
reference points or map scale must be set before this feature will work properly. This
can be done using the reference point editor in Section 3.5.2.

3.6 Site Tree

The site tree shown in Figure 3.6.1 shows all of the sites and maps associated with the
configuration of your ELE. When the ELE is first installed, the only visible section here
will be “All Sites”. To begin adding sites and maps, right click the “All Sites” item and
choose either “Add Map” or “Add Child”. The “Add Child” function is used to create the
folder of which maps and/or more folders can be added to.
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Site Tree ~

i -
- amp All Sites
| F Extronics HQ (Live System)
; L"ﬁ Upstairs

Hﬂ Downstairs

r Example

[ L] 1
D some_map

r Test

LW; floor0

Figure 3.6.1

The image below shows all of the different menus available on the site tree. When
clicking the “All Sites” element, only the Add buttons are available as shown by figure
3.6.3. When clicking a site child element, this can be removed, renamed and you are
also able to add a map or a site child to this also as shown in Figure 3.6.4. When
clicking a map item, this can only be renamed or deleted, shown by the menu in Figure
3.6.2.

Please note that you cannot remove a site child if it contains a map or another site
child. This is to ensure that maps are not accidentally deleted. If the user wants to
remove a site child, they should first ensure that it is empty, meaning that it contains
no maps or other child sites.

e Site Tree Site Tree
EE Dynamic Map
namic Map - [l All Sites

- r Extronics HQ (Live System)

]
) r Extronics HQ (Live System)

e | L JT-.
M AddM (Live System) Fia Upstairs
II:E Upstairs = & p L"f Downstairs
™ Downstairs F addchild | .- JF] Example
! rflﬁﬂple - ] Example _ 0§ AddMap
o Some_map I some_map Il Add child
-] P4 Rename } r-__est “ W Rename
1]
m Delete b floor0 B Delete
Figure 3.6.2 Figure 3.6.3 Figure 3.6.4

3.6.1 Adding Maps

To add maps to the ELE directly, right click a site element in the tree and click “Add
Map”. The menus shown will be different depending on the type of site element that
has been selected. If the user right clicks a site, they will see the menu in figure 3.6.1.1,
however if a site child is right clicked then the menu in figure 3.6.1.2 will appear.
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Site Tree

Site Tree
el . E=E Dynamic Map
i Dynamic Map B8 All Sites
E%E All Sites E Extronics HQ (Live System)
m Add Map (Live System) ™ Upstairs
oD E_E Downstairs
FF Addchid L " IF] Example
E Example . ™ AddMap
[T some_map .| I addchild
E Test : m Rename
m floor0
m Delete

Figure 3.6.1.1 Figure 3.6.1.2

From here the user will be presented with a dialog box to input the data of the new
map, seen in Figure 3.6.1.3.

New Map

Map Name

Map Mame

Map File

Choose File  TestMap.jpg

Figure 3.6.1.3

From here, you must specify a name for the map and choose the file to upload. You
can upload JPEG, JPG, PNG or GIF files as maps here. Once you have chosen these,
click “Add Map” and the map will be uploaded to the ELE and will appear in the site
tree.

3.7 Data

The Data dropdown shown in Figure 3.7.0.1 gives users the ability to view key points
of data stored by the system.

Data ~

Q Tags Search Q Location Source Search

Q Alerts Search ® Enable Live Data

Figure 3.7.0.1
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The data available to view is:

All tags detected by the system
All Location Sources

Alerts Search

Live Data Function

o 0O O O

3.7.1 Tag Search

The tag search view shown in Figure 3.7.1.1 allows you to view all the tags that have
sent messages to this instance of your ELE. From here, all information about the
devices can be seen. This is useful to see battery statuses of tags and also view tags
that have not been seen in a while. There are a wide range of filters at the top of this
window that allow the user to filter down the list.

Search for Tags m
Network ID Tag Type In Motion? Battery Status
Show A v Show A v Show A
Minimum Battery Percentage Is Charging? Muster Zone
NETWORKID * TAG TYPE IN MOTION? BATTERY STATUS REMAINING CAPACITY CHARGING? TIME STAMP

000CCCOE3400 iTAG X10 Ne HIGH 83% Yes 2023-01-3108:10:57
000CCCOE3407 iTAG X20 Ne Low 20% No 2023-01-3108:31:06
D00CCCOE345C iTAG X30 No HIGH 80% Yes 2023-01-3108:25:43
D00CCCOE3460 iTAG X30 Yes MEDIUM 70% No 2023-01-3017:36:38
000CCCOE3461 iTAG X30 Ne MEDIUM 67% No 2023-01-3107:59:46
D0OCCCOE3463 iTAG X30 Ne HIGH 82% Yes 2023-01-3108:26:33
D00CCCOE3464 iTAG X30 No Low 1% No 2023-01-27 04:17:46
D00CCCOE3466 iTAG X30 Ne MEDIUM 58% No 2023-01-3107:46:26
000CCCOE3468 iTAG X30 Ne HIGH 79% Yes 2023-01-3108:14:45
000CCCOE3471 iTAG X30 Ne HIGH 83% Yes 2023-01-3108:01:14

Showing 1 to 10 of 151 entries 2 3 4 5 16 Next

Figure 3.7.1.1

The result of this list is also the filter for the Live Data mode. When the live data mode
is active, the tags listed in this list will be the ones that are rendered on the screen.
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3.7.2 Location Source Search

The location source search window shown in Figure 3.7.2.1 allows the user to search
through all the location sources added to the system. Like the tag search, there are
lots of fields that allow you to filter the list.

Search for Location Sources Close
10 Name Type
D Name Show All v
Map Name Not Checked In Within
D * DEVICE NAME DEVICETYPE PROFILE NAME LAST SEEN DEVICE INFO
3 The Router21 Access Point Aruba 2023-01-31 08:32:20 Online
4 The Router3 Access Point Aruba 2023-01-31 08:32:20 Online
88 708305002151 BLE Beacon Omni Sense 2022-07-23 10:48:41 UNKNOWN
89 708305002118 BLE Beacon Omni Sense 2023-01-31 08:32:20 UNKNOWN
90 70B3D500209B BLE Beacon Omni Sense 2022-09-23 15:13:42 UNKNOWN
91 708305002108 BLE Beacon Omni Sense 2023-01-31 08:32:20 UNKNOWN
92 70B3D500215C BLE Beacon Omni Sense 2023-01-31 08:30:19 UNKNOWN
93 708305002104 BLE Beacon Omni Sense 2023-01-31 08:30:119 UNKNOWN
94 70B3D500209E BLE Beacon Omni Sense 2023-01-3108:27:19 UNKNOWN
95 708305002156 BLE Beacon Omni Sense 2023-01-31 08:32:20 UNKNOWN
Showing 1 to 10 of 1,355 entries 2 3 4 5 136 Next

Figure 3.7.2.1

3.7.3 Alerts Search

The alerts search shown in Figure 3.7.3.1 will display all the alerts that have been
recorded. This data will keep for the length of time that has been set in the ELE
parameters.

Search for Alerts

Network 1D Alert Type
NETWORKID + ALERT TYPE TIME STAMP
000CCCOE3464 Fall 2023-01-26 13:05:29

Showing 1 to 1 of 1 entries

Figure 3.7.3.1
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3.7.4 Live Data Mode

After enabling the Live Data feature, the tags that have been filtered in the Tag Search
from Section 3.7.1 will be shown on their respective maps, as seen in Figure 3.7.4.1.
This page will update every 30 seconds and is intended to see a general spread of the
tags. From here, the user can hover over each tag to get its Mac Address.

[=1)
A
=

Figure 3.7.4.1

To enter Follow Mode, seen working in Figure 3.7.4.2, right click the tag you wish to
follow when Live Data Mode is active. After you have clicked “Follow Tag’, a
WebSocket connection will be opened and the page will be constantly updating with a
live feed from the tag. This is a great feature to use when testing the positioning and
configuration of location sources. From here, you can see the exact position of the tag
on screen. On each message, the message will show in the tab on the left and each
location source that contributed a location will also be displayed on the map. Please
note, users may only follow one tag at a time.

)

000CCCOE37B6

A

Msg ID: 47

Map: Upstairs ~ HSD: 0 Motion: true

Msg ID: 46

Map: Upstairs  HSD: 0 Motion: true

Figure 3.7.4.2
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3.8 User Preferences

The user preferences screen shown in Figure 3.8.1 currently only has the function for
the user to change their password.

Change Password

Old Password

o)

MNew Password

O]

New Password (Confirm)

Figure 3.8.1
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4 Configuring Google Map (optional)

To begin, you must first have a google account that will be used to manage the API
key and the billing information.

Important note: Google gives you free credit to use each month. This credit will allow you to use the maps API for
free essentially. The API charges you per hit, which is every time the page refreshes, and the credit gives you
approx. 28,000 hits for free, making the integration essentially free. See https.//mapsplatform.google.com/pricing/
for more information.

Once you’'ve made an account and added billing information, navigate to:

https://console.cloud.google.com/cloud-resource-manager

From here, create a new project for the ELE as shown in Figure 4.1, giving it an
appropriate name as shown in Figure 4.2.

= Google Cloud Q Search Products, resources, docs (/)
Manage resources CREATE PROJECT B3 CREATE FOLDER MOVE DELETE » TAGS

= Filter  Filter \
D Name 1 Last accessed = Status Charges @ Labels Tags

O ¥ B No organization - -

RESOURCES PENDING DELETION

Figure 4.1

= Google Cloud Q

New Project

P e N
|| ExtronicsELEMapsAPI [~] |
Project 1D extronicselemapsapi. It cannntvged later. EDIT
~—— Location *

| B No organisation \ BROWSE |

Parent organisation or folder

Figure 4.2

Once the project has been created, head to the Google Cloud APIs dashboard by
following the link below:

https://console.cloud.google.com/apis/dashboard

From here, click ‘Enable APIs and Services’ at the top as shown in Figure 4.3.
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Google Cloud  $» ExironicsELEMapsAPI v

APIs & Services

APls and services -+ ENABLE APIS AND SERVICES

«%»  Enabled APIs and services
o Library

or  Credentials Traffic

i Oauth consent screen
Domain verification

Sy Page usage agreements A Mo data is available for the selected time frame.

Figure 4.3

Locate the ‘Maps JavaScript API’, shown by the red box in Figure 4.4. This should be
on the home page (as highlighted). If not, search for “Maps JavaScript API” using the
search function on the page.

€ APILibrary
»
Welcome to the API Library @
The AP1 Library hiss documentation, links and a Smart search experence.
® a ”~ -
—— Map: m
Visiolty ~ i B = °
Maps SDK for Androld Maps SOK for 105 Maps JavaScript APY Places AP1 Roads A1 Ditections A1
on
Category ~
Machine learning K
.
Figure 4.4

Click this item and click the “ENABLE” button pointed out in Figure 4.5.

= GoogleCloud v ExironicsELEMapsAPI v

&

—— Maps JavaScript API

Maps for your website

ENABLE

b\
N

Figure 4.5
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Click the “Manage” button shown in Figure 4.6.

Maps JavaScript API
JS | cooge

Maps for your website

& APl Enabled

Figure 4.6

From this page, click the ‘Credentials’ tab on the left, shown in Figure 4.7.

Google Cloud ~ 2» Maps AP Testing + @ search Products, resources, docs (/)

9 Google Maps Platform  Credentials Waps Javaseript AP+ + CREATE CREDENTIAL

Credentials compatible witl

b e Toview il cradantialzuis ol in APIs and servicas |=| Quotas
- APl keys

P— coston o

© 2pikeyt

O Credentials

Solution brary

2 8 0 ¢ E

Support

be

Map management

©  mMapstyes

Figure 4.7

Once on the credentials screen, create a new API key using the ‘Create Credentials’
button show by Figure 4.8 and choose “API key” shown in Figure 4.9.

Q, Search Products, resou

JavaScript APl w + CREATE CREDENTIALS

\

atible with this API

Credentials in APls and services

Figure 4.8
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+ CREATE CREDENTIALS

APl key

QAuth client ID

th

Service account

|

h Help me choose

Figure 4.9
Once the key has been created, save it somewhere secure to use it later.
You can now close the API creation window.

If desired, you can set restrictions for the key, just make sure that the key is enabled
for the Maps JavaScript API and you have billing information setup.

Go back to the ELE Admin desktop application and open the ‘Parameters’ screen.

Find “GoogleMapsAPI” key from the list and paste the key from earlier into the box to
the right shown by Figure 4.10.

UynamicMiapstnabled Tes

Az
@ GoogleMapsAPIKey e srsssssssrersrerernsnate &

Defaultlat 53.19341433795059

Figure 4.10

Now, set “DynamicMapsEnabled” to “Yes” using the drop-down menu and hit the save
button, which users can find in the bottom right of Figure 4.11.

Yes

53.!934‘4337?50&9\
2436 872975

QOOOROOOO

Figure 4.11

The Dynamic Maps option should now be visible and work from the web
application.
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5 System Requirements

ELE Server SQL Database

1366 x 768

Minimum: 8CGEB Bca

Recommended: 1668

Minimum: 4 9

Recommended: &

22GHz

50GEB 125CB
2012 and above

Windews Server 2012 and above Minimurn: Express [Express
and Location History OFF)

Version 56 MR and above

Recommended: Standard

Gigabit

Extronics Issued
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6 ELE Topology

Tag Data Sources

REST/AWebSocket
W Third-Party
ELE Application
ALE J MobileView

Two way comms
with ALE
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